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The article considers regulatory technologies as one of the key topics in finance digitalization
due to the consistent growth of fraud, compliance rules, and procedures. It also gains attention in
other traditional industries to answer similar scope of challenges. Regulatory technologies have
become a common element of digitalization which allows for effective management of a growing
administrative burden and reduces associated risks. At the same time, regulatory technologies
adoption can be considered as an indirect indicator of the digitalization effects, including the
growth of regulatory burden. This paper identifies the main objectives of regulatory technologies
adoption relevant to traditional industries (telecommunication, trade, manufacturing, transport,
construction, energy and utilities, healthcare, public administration). Based on the results, the
study offers the prospects for regulatory technologies development in these industries according
to the proposed composite index. It comprises nine indicators in four groups measuring financial
losses from fraud and data leakages, administrative compliance workload, the digital maturity of
sectors. The results indicate that the highest potential for regulatory technologies adoption, apart
from service (finance, telecommunication, trade), is significant for manufacturing and health-
care due to a high frequency of fraud, data breaches, high compliance costs, and new regulatory
requirements associated with the increasing pace of digitalization.

Keywords: regulatory technologies, financial services, digital transformation, traditional sectors,
composite index.

INTRODUCTION

There is a constant growth in regulatory and compliance rules. Vast collections
of financial rules lead to resource-intensive manual processing, lengthy reporting lag,
which results in significant gaps in regulatory coverage [Waye, 2019]. Banks have to
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spend a lot of resources on compliance: 10% of the workforce of financial organizations
in 2018 were focusing on governance, regulations, and compliance [Von Solms, 2020].
According to the survey of compliance officers in financial institutions in Germany,
89% of respondents need new technological solutions to manage the increasing amount
and complexity of regulations [Becker, Merz, Buchkremer, 2020]. Financial authorities
have to constantly update regulatory regimes to answer new risks and frauds, which
causes growth in compliance costs for banks. It is expected that regulatory technologies
(RegTech) will enable automation of control over financial markets, as well as cost sav-
ings, improvements in compliance for all stakeholders.

RegTech is a new domain of financial technologies (FinTech), being at an early stage
of development [Becker, Merz, Buchkremer, 2020; Kurum, 2020; Von Solms, 2020]. The
RegTech concept was introduced in 2015 by the United Kingdom Financial Services Au-
thority [Turki et al., 2020]. Since then the transformative nature of RegTech is shaped by
the large amounts of data, digital solutions, regulation, and new techno-economic chal-
lenges. RegTech is commonly understood as the adoption of digital technologies both
by financial authorities and financial market players (banks, insurance organizations,
hedge-funds, etc.) to facilitate delivery of regulatory management more effectively and
cheaply than non-digital forms [Waye, 2019]. Higher accuracy of transaction screening
due to automation positively affects cost and time, spent on fraud prevention and com-
pliance [Buckley et al., 2020; Turki et al., 2020]. Traditional approaches towards regu-
lation require labor-intensive manual processing of rules that lead to inefficiency and
errors. Hence, RegTech becomes the next stage of digital transformation in the financial
sector [Waye, 2019; Becker, Merz, Buchkremer, 2020].

This new might be considered with its specificity from two sides — financial mar-
ket players and authorities. Banks and other financial organizations can cut compliance
costs, caused by labor and money, and focus personnel on more value-added services
and strategic objectives. Effective money laundering prevention leads to an increase in
revenue and lower risks of probable reputational damages, penalties, and fines [Michel-
er, Whaley, 2020; Von Solms, 2020]. In the last decade financial institutions all over
the world were imposed 26 billion dollars in fines for non-compliance with anti-money
laundering, Know-your-Customer, and relevant sanctions [Turki et al., 2020].

From the side of financial authorities, RegTech improves financial market moni-
toring, preventive measures and enables higher flexibility of administration. Annually
world economy losses are accounted for 2-5% of world GDP or 0.8-2 trillion US dollars
due to money laundering!. However, analysis tends to underestimate the total amount
of money that goes through the laundering cycle. In growing legal complexity of the
financial landscape, it gives new tools for communication and dialog with industry. For
example, new tools may help authorities to detect crises and data leaks in advance [Loi-
acono, Rulli, 2021].

! Money laundering. 2021. UNODC. URL: https://www.unodc.org/unodc/en/money-laundering/
overview.html (accessed: 19.03.2021).
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Due to digitalization regulatory difficulties which arise in the financial area become
similar across different sectors. Based on the practice of twenty leading banks and su-
pervisory entities, this paper explores the main areas and features for the RegTech adop-
tion and its application in a larger set of traditional industries. Our analysis unfolds the
two most frequent fields of the RegTech — fighting with fraud and interaction with
supervisory entities. The former comprises risk management, anti-money laundering,
Know-your-Customer, while the latter is about secure data communication channels,
simplification of compliance, and reporting.

Few studies analyze prospects for RegTech development outside the financial sec-
tor. In empirical studies this concept is connected only with the financial industry. This
research suggests a novel analytic framework for the quantitative evaluation of prospects
for RegTech development in traditional industries. We elaborate a holistic quantitative
approach to compare major regulatory issues in traditional sectors via a composite in-
dex. It follows the experience of using composite indexes as a convenient instrument
for the comparison of digitalization levels among industries. Our index includes nine
indicators in four groups that assess losses from fraud, data leakages, compliance costs,
digital technologies adoption in industries. Nine traditional industries are considered:
communications, finance, trade, manufacturing, transport, construction, energy and
utilities, healthcare, public administration.

THEORETICAL BACKGROUND

There are few strands towards the definition and study of RegTech in the scientific
literature. The first group of articles focuses on the adoption of digital technologies for
specific challenges in banks and financial organizations, regulatory entities, financial
industry [Miglionico, 2020; Singh, Lin, 2020]. These studies try to reveal RegTech pe-
culiarities and propose recommendations for different levels: corporate, regulatory, or
national [Arner, Barberis, Buckey, 2016; Goncharenko, Miglionico, 2020]. Such papers
focus on one technology or application, leaving behind RegTech broader architecture
[Anagnostopoulos, 2018].

Future scenarios and impacts of the RegTech are intensively discovered, while the
analysis of previous evolution is missed. The second group presents articles, that con-
sider RegTech as the single technological dimension with its main technologies and
tools, practical areas, challenges, and benefits. They often use bibliometric methods
and analysis of companies” databases [Nasir, Saeedi, 2019; Becker, Merz, Buchkremer,
2020].

Table 1 illustrates major definitions of RegTech in the context of its usage and tech-
nological solutions.

The most popular areas are anti-money laundering, fraud detection, including
transaction monitoring and identity management and control, as well as compliance
management and regulatory reporting [Becker, Merz, Buchkremer, 2020; Turki et al,,
2020; Waye, 2019].
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Table 1. Main approaches of RegTech definition in the literature

Source

Area for implementation

Digital technologies

[Butler, Brooks,
2018]

Management of non-financial risks

Semantic technologies
Machine learning

[Kavassalis et al.,
2018]

Control under financial transactions
Financial risk reporting

Cutting-edge computing
Distributed ledger
technologies

Data mining and analytics

[Turki et al.,
2020]

Money laundering prevention

Artificial intelligence
Digital signatures
Biometric technologies

[Becker, Merz,
Buchkremer,
2020]

Compliance management and regulatory
reporting

Risk management

Identity management and control
Transaction monitoring and fraud
detection

Distributed ledger
technologies

Artificial intelligence
Data mining and analytics
Machine learning

Cloud computing

[Brand, 2020]

Whistleblowing systems

Data mining and analytics
Predictive analytics

Natural language processing
Deep learning

[Kurum, 2020]

Money laundering prevention

Artificial intelligence

[Singh, Lin,
2020]

Money laundering prevention
Combating the financing of terrorism

Artificial intelligence

Being a complex issue, RegTech is more about architecture, organization, interoper-
ability of different solutions and its elements [Butler, Brooks, 2018]. Financial services
are one of the most widely studied sectors in terms of digitalization. However, there
is a lack of analysis dedicated to the dissemination of regulatory technologies in other
industries. This paper aims at closing this gap by considering RegTech as a common
concept in different sectors that helps to solve similar problems with frauds and compli-
ance burden automation.

Research is related to a large body of studies on the digital transformation of indus-
tries and reveals new general issues that allow comparing these sectors. Results show
digitalization of sectors is associated with the growth of administrative burden from
the one side and higher risks of data leakages and frauds from the other side. Hence,
the higher the level of industry digitalization, the more relevant are drivers for RegTech

240 Becmuux CII6T'Y. Menedxmernm. 2022. T. 21. Boin. 2



Regulatory technologies in traditional industries as an element of the digital transformation: Perspectives for...

adoption. The analysis illustrates that service industries, especially finance, telecommu-
nication, trade, are the early adopters of RegTech due to active digitalization, resulting in
frequent data leakages and growing administrative burden associated with compliance.
Manufacturing and healthcare are characterized by the high potential of RegTech de-
velopment, driven by significant financial losses from fraud and data leakages, coupled
with the active use of digital technologies.

The structure of the paper is following (Figure 1).

1 step 2 step 3 step 4 step Outcome
Provide Define key areas  Define key areas  Assess the Define relevance
definition for adoption; for adoption; relevance of for RegTech
and . problems, problems, solved these problems adoption in
theoretical solved by by RegTech in for other traditional
background RegTech in other sectors industries by sectors
for RegTech  finance composite index
concept

Figure 1. Methodological approach of the study

The first part gives a brief overview of existing literature in the area. In the second
part the results of the case analysis are described. In the third part we bridge RegTech in
finance and a broad set of industries providing common problems and features. Finally,
the proposed index helps to assess RegTech prospects for traditional industries.

CASES OF THE LEADING BANKS AND REGULATORS

In order to reveal major areas of RegTech application, we selected several cases
based on the international indexes as one of the common tools for comparative analysis
and ranking?® The largest financial companies (more than 10 000 employees) are con-
sidered as early adopters of innovative solutions, as well as in other traditional industries

2 Handbook on Constructing Composite Indicators: Methodology and User Guide. 2008. OECD, JRC
EU. URL: https://www.oecd.org/sdd/42495745.pdf (accessed: 19.03.2021).
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[Pavitt, 1984]. Following this statement, we identify ten financial regulators and twenty
largest banks. For detailed information on the selection of banks selection consult.

For the analysis we choose the first 25 countries in the Global FinTech Index 2020,
proposed by Findexable, Crunchbase, Startup Blink, Semrush are chosen [The Global
Fintech Index..., 2019]. This index is aimed at the evaluation of FinTech industry de-
velopment in different countries. Next, countries were ranked according to the Global
Financial Centres Index 2021 [The Global Financial..., 2021]. This index assesses the
position of countries in the global market of financial services. We assume, that regu-
lators in countries, where the largest financial centers are located, will be more likely
to develop and adopt RegTech. For the final criterion ranking “Fintech 100 is used
[Fintech100..., 2019]. All countries are ranked according to the number of companies,
included in “Fintech 100”. A number of companies in the ranking illustrates the innova-
tive environment in the financial industry in a particular country.

The average rank of the aforementioned indexes is considered as the criterion for
the selection of the leading regulators and banks for the analysis (Appendix 1, Table 1).
For the analysis the first 10 countries with the less average (since the position in the
ranking is considered) among all rankings were taken. Almost all other countries are
members of the European Union (EU). In order to enlarge the sample, we include the
European Central Bank as the united institution for the European countries and take
into consideration countries outside top-10 and, thus, national authorities that are re-
sponsible for the regulation of financial markets.

To identify world leading banks following criteria are used: total value of assets
(date of information release — December, 2020), return on assets (ROA) (September,
2020); market capitalization (July, 2019), return on equity (ROE) (September, 2020)
(Appendix 1, Table 2).

These indicators are usually applied for the evaluation of performance and effi-
ciency of financial institutions [Fethi, Pasiouras, 2010; Sharma, Shebalkov, Yukhanaey,
2016]. Total assets and market capitalization are the absolute measures, that reflect prof-
itability and efficiency of a financial organization, while ROE and ROA are fundamental
performance ratios [Walsh, 2008; Sharma, Shebalkov, Yukhanaev, 2016]. All together
these indicators reflect the efficiency of the banks, which cannot be achieved in the ab-
sence of modern technologies.

This paper is based on the document analysis for the review of public and private
initiatives in the RegTech sector. Data sources include official corporate and public doc-
uments, such as annual reports, strategies, and press releases. All data sources were man-
ually selected and analyzed due to the high specificity of the topic. Overall, around 100
sources were reviewed. Every bank/supervisor case is analyzed according to the adopted
solution, goals of implementation, budget, operational area for implementation, barriers
for implementation, achieved results, and benefits. These factors allowed us to identify
major areas and directions for RegTech adoption in the financial sector (Figure 2).

Fighting with fraud and money laundering, in particular, is the most popular area
for studies [Kurum, 2020; Singh, Lin, 2020; Turki et al., 2020]. It includes assessing his-
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torical and current customer information and interactions to provide a complete picture
of customers’ activity [Micheler, Whaley, 2020].

Intelligent risk management systems allow banks to detect risks before they appear,
that is why the system is called “intelligent” or “early warning™. Al algorithms identify
different patterns of financial activities and find anomalies in these activities, that can be
characterized as potentially fraudulent [We've partnered with Regulatory Technology...,
2018; Big data meets artificial intelligence..., 2019; Previous PIVOT challenges, 2020;
Transforming data collection..., 2020].

Fighting with fraud Interactions between
banks and authorities
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Figure 2. Directions for RegTech development

Money laundering is related to the use of sophisticated concealment methods de-
signed to legitimate deceptive funds. Fighting these issues is one of the main aims of
financial institutions [Kurum, 2020].

Constant aspiration of banks to have detailed information about their clients’” iden-
tity, risk tolerance, investment knowledge, and financial activity is covered by the Know-
your-Customer concept [Arner et al., 2019]. Continuous growth in financial data leads
to control over all customers’ activities [Previous PIVOT challenges, 2020; Regulatory

% Supervision and regulation in the age of Big Data and artificial intelligence. 2019. BaFin. URL:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Reden/re_191018_ESE_Conference_P_
en.html (accessed: 19.03.2021).
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technology..., 2021]. All tasks, connected with the analysis of customers, are grouped
under the Know-your-Customer concept. The development of this concept is a prior-
ity in the USA, Singapore, Switzerland, China, Germany, Japan, and South Korea. The
initial goal of all three areas (risk management, anti-money laundering, Know-your-
Customer) is the same — screen all activities, performed by all clients®.

The second area of RegTech adoption deals with interaction between banks and
financial supervisors, namely management activities and demands [Miglionico, 2020;
Von Solms, 2020; Zetzsche, Arner, Buckley, 2020]. RegTech helps to understand regula-
tory requirements and imperatives, assess its impacts on functional activities, and fur-
ther transformation of business processes [Zetzsche, Arner, Buckley, 2020]. From the
regulators’ side, RegTech can help to establish a nearly real-time regulatory regime that
identifies and addresses risk, while facilitating more efficient regulatory compliance.
These developments will require the reconceptualization of financial regulation, and
relevant reforms [Arner Barberis, Buckey, 2016].

RegTech has its specificity but gains attention in other areas due to globally grow-
ing compliance of green and environmental agenda. The synthesis of these features is
presented in the Table 2.

Table 2. Main objectives of RegTech adoption

Direction Area Objective
1 2 3

Financial data analysis (US FINRA)
Early warning risk management (Bank of China, BaFin)

Risk
management

Identification of financial risks (Agricultural Bank of China)
Identification of cyberattacks and data leakages (Bank of
America, JP Morgan Chase)

Screening of financial transactions (Monetary Authority of
Singapore)
Analysis of documents and contracts (Australian Securities

Anti-money and Investment Commission)

; laundering
with fraud Creation of patterns in financial data (Bank of Canada)

Identification of anomalies and fraudulent activities
(International Commercial Bank of China)

Fighting

Screening and profiling of clients (Japanese Financial Services
Agency)

Know-your- Identification and authentication of clients (Bank of America,
Customer Citigroup)

Collection of biometric data (China Construction Bank)
Screening and profiling of clients (China Construction Bank)

4 China Construction Bank Corporation: Annual Report. 2019. China Construction Bank. URL:
http://www.ccb.com/en/newinvestor/upload/20200428_1588066796/20200428214237304314.pdf
(accessed: 19.03.2021).
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End of table 2

1 2 3

Control of changes in rules and regulations (US FINRA)

Automation of reports preparation (Bank of China, Bank of
Compliance and England)

reporting
) Daily monitoring of financial requirements
Interaction (Mitsubishi UFJ Financial Group)
between
banks and Automation of data collection (Securities and Futures
supervisors | Commission Hong Kong)
ata Establishment of secure data exchange channels
exchange and (European Central Bank)
communication

Establishment of secure data exchange channels
(BNP Paribas)

Banks have to monitor financial requirements daily and prepare reports for authori-
ties. For the document analysis and identification of requirements artificial intelligence
techniques (machine learning and natural language processing) are applied. US Finan-
cial Industry Regulatory Authority introduced the term “regulatory intelligence”, which
assumes regulatory analysis software, based on Al to identify and interpret changes in
rules and regulations to ensure regulatory compliance®. Automation technologies are
implemented to simplify reporting and reduce the number of routine processes®.

Due to cyberattacks RegTech solutions should be implemented by both banks and
supervisors to establish secure data exchange channels. Usually, special Application Pro-
gramming Interfaces are adopted to fully automate processes of report submission and
evaluation [Transforming data collection..., 2020], but the question about the security
of these channels has been recently raised [FINMA Guidance..., 2019, Contingency
Planning..., 2020]. This triggered the interest to distributed ledger technologies. Cur-
rently, banks are using blockchain platforms for documents exchange and reporting,
cloud platforms with encryption technologies’, and many other solutions.

REGTECH AND DIGITAL TRANSFORMATION OF TRADITIONAL SECTORS

Previous section of the paper illustrates that fighting with fraud and establishment
of interactions between organizations and public entities are currently the main direc-
tions for RegTech. In this section we provide the relevance of these directions for other

> Technology Based Innovations for Regulatory Compliance (“RegTech”) in the Securities Industry.
2018. FINRA. URL: https://www.finra.org/sites/default/files/2018_RegTech_Report.pdf (accessed:
19.03.2021).

¢ BaFin’s Digitalisation Strategy. BaFin. 2018. URL: https://www.bafin.de/dok/13477874 (accessed:
19.03.2021).

7 IBM and Bank of America Advance IBM Cloud for Financial Services, BNP Paribas Joins as Anchor Client
in Europe. 2020. IBM. URL: https://newsroom.ibm.com/2020-07-22-IBM-and-Bank-of-America-Advance-
IBM-Cloud-for-Financial-Services-BNP-Paribas-Joins-as- Anchor-Client-in-Europe (accessed: 19.03.2021).
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industries with quantitative data. Traditional industries, like telecommunications, fi-
nance, trade (retail and wholesale), manufacturing, transport, construction, energy and
utilities, healthcare, public administration, face similar difficulties as the financial sector.
They are induced by the appearance of new risks in cyberspace, exponential growth of
data, and regulation activities.

Approach for measuring RegTech relevance in the sectors is presented in
(Appendix 2). The set of indicators is developed to assess these features of RegTech
application (Figure 3), that are synthesized in an integrated index (Appendix 2, Table 1
for details).

Losses from
fraud

Losses from
data leakages

Compliance
burden

Digital
technologies
adoption

Index 1. ACFE
2020 Global Study
Number of fraud
cases

Index 2. ACFE
2020 Global Study

Index 3. Data
leaks by industry
(%) (2019)

Index 4. Average
total cost of a data

Index 5. Cost of
GDPR Compliance
(Millions of US
dollars) (2018)

Index 6. Estimated
inefficiencies
associated with

Index 7. Dell
Digital Maturity
Index (2018)

Index 8. Average
security automation
deployment status
(% of companies

Median loss b;;if,h FUS reduced access to with fully

(Thousand of US ((1 111 ton o data in US deployed)

dollars) ollars) (Billions of US Index 9- OECD
dollars)

Taxonomy of
sectors by digital
intensity

Figure 3. Proposed approach to measure RegTech in traditional sectors

Based on:[Digital Transformation Index..., 2018; Data leaks..., 2019; Measuring the Digital Trans-
formation..., 2019; The Costs of an Unnecessarily..., 2019; Cost of a Data Breach Report, 2020; Report to
the Nations..., 2020; Chander et al., 2021].

All indicators are divided in four groups: 1) losses from fraud (index 1, 2); 2) losses
from data leakages (index 3, 4); 3) compliance burden (index 5, 6); 4) digital technolo-
gies adoption (index 7, 8, 9) (Table 3). All indicators are transformed into indexes via the
normalization procedure with min-max formula (Appendix 2, Table 2).

Table 3 shows, that there are two sectors in which RegTech is especially in de-
mand — telecommunications and finance. Healthcare, trade, and manufacturing may
be interpreted as sectors with average readiness and need in RegTech solutions. The
most numerous and encompasses sectors with high regulation burden, but a lower level
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of digital technologies adoption, are energy and utilities, transport, construction, and
public administration.

Table 3. RegTech potential relevance in traditional sectors

Losses . Digital
Losses from P Compliance .
fraud rom data burden technologies
leakages adoption Overall

Industry

index
Index | Index | Index | Index | Index | Index | Index | Index | Index
1 2 3 4 5 6 7 8 9

Group 1. The sectors with the highest readiness and need in RegTech solutions

Telecommunications | 0.21 0.42 | 1.00 | 0.65 | 1.00 | 0.10 | 1.00 | 1.00 | 1.00 6.38

Finance 1.00 | 0.00 | 0.20 | 0.79 | 0.64 | 0.00 | 0.78 | 0.91 | 1.00 | 5.31

Group 2. The sectors with average readiness and need in RegTech solutions

Healthcare 0.26 | 0.42 | 1.00 | 1.00 | 0.17 | 0.10 | 0.44 | 0.55 | 0.33 | 4.28
Trade 0.16 | 0.03 | 0.06 | 0.58 | 0.57 | 0.62 | 0.56 | 0.91 | 0.67 | 4.15
Manufacturing 0.45 | 1.00 | 0.00 | 0.65 | 0.58 | 0.10 | 0.44 | 0.27 | 0.50 | 3.99

Group 3. The sectors with comparatively smaller readiness and need in RegTech solutions

Energy and 0.14 | 050 | 0.20 | 0.88 | 0.40 | 0.29 | 0.56 | 0.27 | 0.00 | 3.24
utilities
Transport 0.00 | 021 | 0.00 | 0.41 | 0.38 | 1.00 | 0.78 | 0.09 | 0.00 | 2.87
Construction 005 | 042 | 020 | 0.46 | 0.18 | 0.10 | 0.67 | 036 | 0.00 | 2.43
Public

o 0.40 | 0.00 | 0.71 | 0.00 | 0.00 | 0.10 | 0.00 | 0.00 | 0.67 | 1.88
administration

Based on:[Digital Transformation Index..., 2018; Data leaks..., 2019; Measuring the Digital Trans-
formation..., 2019; The Costs of an Unnecessarily..., 2019; Cost of a Data Breach Report, 2020; Report to
the Nations...ACFE, 2020; Chander et al., 2021].

In more detail, the first group includes the number of fraudulent cases (index 1) and

median loss from frauds (index 2), counted by the Association of Certified Fraud Exam-
iners in 2020 [Report to the Nations..., 2020]. Industries suffer from different types of
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frauds. Within the survey of 5000 respondents, it was found that losses during the last
24 months across industries account for more than 42 billion US dollars. The most com-
mon are customer fraud, cybercrime, asset misappropriation, accounting/financial state-
ment fraud®. The manufacturing industry faces an average loss equal to 337 thousand US
dollars, energy, and utilities sector — 219 thousand US dollars. RegTech solutions might
be useful primarily in manufacturing with its diverse activities and value chains. In 89%
of cases fraud occurs in manufacturing, where the median loss is equal to 337 thousand
US dollars and relates to asset misappropriation [How to Identify and Mitigate.. ., 2020].

Companies in the sectors invest actively in new tools and techniques for fighting
fraud. Al has become the most often technology for this purpose, where almost 60% of
organizations, that use Al, see values in it as a fraud-fighting tool thanks to opportuni-
ties towards data analysis®. However, the pace of digital transformation poses additional
challenges, where “old” fraudulent schemes can be realized online. Such problems can-
not be solved by companies in industries in the nearest future due to the quality of avail-
able data, the lack of existing analytical models, and the need to increase knowledge
about fraud mechanisms [Rossy, Ribaux, 2020].

Another important area for the RegTech development is the establishment of secure
information exchange channels (systems for the reports, documents, and data exchange
between banks and supervisors). To assess this aspect two indicators are chosen — dis-
tribution of data leaks among industries (index 3), the average total cost of a data breach
in billions of US dollars (index 4) [Data leaks..., 2019; Cost of a Data Breach Report,
2020]. For both indicators healthcare is leading the list. Individual cases of implement-
ing cybersecurity solutions, based on fog computing, new authentication protocols, and
blockchain in healthcare are already described in the literature [Gu et al., 2019; Tariq et
al., 2020; Xie, Zhang, Cheng, 2020].

At the same time, the financial industry, energy and utilities sector follow leaders
representing critical infrastructure. The movement towards distribution energy systems,
Internet of Things applications will result in the growth of energy devices, where data
protection for the whole network is required [Zhong, Xiong, 2021]. By comparison, in
trade, manufacturing, and construction sectors cyber-frauds are not so frequent and
significant. A unique situation is observed in the public administration, where the fre-
quency of data leakages is high (even higher than in finance), but the costs of data leak-
ages are the lowest. To tackle this, public administration organizations may implement
early warning emergency management systems based on Al [Luo, 2020].

Projects of blockchain integration for secure communication channels appear in
different sectors, as it gives the opportunity to “tokenize” both financial and “non-fi-

8 Fighting fraud: A never-ending battle. PwC’s Global Economic Crime and Fraud Survey. PwC.
2020. URL: https://www.pwc.com/gx/en/forensics/gecs-2020/pdf/global-economic-crime-and-fraud-
survey-2020.pdf (accessed: 19.03.2021).

® Hacking corruption in the digital era: How tech is shaping the future of integrity in times of crisis.
2020. WEE. URL: http://www3.weforum.org/docs/WEF_GFC_on_Transparency_and_AC_Agenda_for_
Business_Integrity_pillar_3_2020.pdf (accessed: 19.03.2021).
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nancial” assets!®. Governments and international organizations examine possibilities to
integrate blockchain solutions into public administration, which is dictated by the need
for security and data consistency, efficiency gains!!. Digitalization of compliance via
blockchain might secure management of land and property, taxation, identity manage-
ment, allocation of public benefits, certification, and accreditation!%.

RegTech is also aimed at the decrease of compliance costs through the simplifica-
tion of procedures. Laws and acts always impose some constraints on businesses, which
require additional expenditures on designing, enforcing (for governments), and com-
plying (for business, consumers, governments)'’. The assessment of compliance burden
with the common indicators for all industries is a rather complicated task since differ-
ent industries are regulated by different rules and induce different administrative costs.
Some laws and regulations relate to system failures, generate additional costs for busi-
ness, and are hardly estimated, as it was empirically proven on the European legislative
frameworks for the financial sector!'®. We choose two most general metrics to evaluate
administrative burden: 1) costs of GDPR compliance in millions of US dollars (index 5);
and 2) estimated inefficiencies associated with reduced access to data (index 6) [The
Costs of an Unnecessarily..., 2019; Chander et al., 2021]. Both of these indicators reflect
a negative impact of excessive data protection measures.

Estimations of data regulations compliance costs, proposed in the EU and the US,
show different results. GDPR creates a significant administrative burden for telecom-
munications. The medium impact is observed in such industries as finance, trade, and
manufacturing [Chander et al., 2021]. Alternatively, the US Federal Data Privacy Law
poses an additional administrative load on such industries as transport, trade [The Costs
of an Unnecessarily..., 2019]. Looking at integral calculation, companies in transporta-
tion, trade, and telecommunications sectors experience the highest compliance costs.
It means that on average regulated industries per se should carry a higher burden in
comparison with private sectors.

The matrix summarizes and classifies traditional sectors according to the main rea-
sons for RegTech adoption and the current level of digitalization. By using the frequency
of frauds, data leakages, compliance costs, and digital technologies adoption, a simple

10 How can Blockchain ecosystems serve SMEs? in The Digital Transformation of SMEs. 2021.
OECD. URL: https://www-oecd-ilibrary-org.proxylibrary.hse.ru/docserver/18ac5acb-en.pdf?expires=161
7896347 &id=id&accname=0id008831&checksum=AD2AED44C576E0AEB65E26C571C91620 (accessed:
19.03.2021).

1 Blockchain now and tomorrow. 2020. European Commission. URL: https://publications.jrc.
ec.europa.eu/repository/bitstream/JRC117255/blockchain_online.pdf (accessed: 19.03.2021).

12 Blockchain for digital government: An assessment of pioneering implementations in public services.
2019. European Commission. URL: https://op.europa.eu/en/publication-detail/-/publication/e76bbeb9-
7650-119-9f05-01aa75ed71al/language-en/format-PDF/source-198676888 (accessed: 19.03.2021).

13 Regulatory Policy Outlook. 2018. OECD. URL: https://www.oecd-ilibrary.org/governance/oecd-
regulatory-policy-outlook-2018_9789264303072-en (accessed: 19.03.2021).

4 Study on the costs of compliance for the financial sector. 2020. European Commission. URL: https://
op.europa.eu/en/publication-detail/-/publication/4b62e682-4e0f-11ea-aece-01aa75ed71al/language-en/
format-PDF/source-198669820 (accessed: 19.03.2021).
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visualization describes sectoral patterns of RegTech perspective adoption. All industries
are divided into several groups (Table 4).

Table 4. Sectoral RegTech adoption opportunities

Drivers for Level of digital technologies dissemination in the sector
RegTech adoption
High Middle Low
High Finance Manufacturing
Frequency | Middle | Telecom Healthcare Energy & Utilities
of frauds
Low Trade Transport, Construction, Public
Administration
High Telecom, Healthcare Energy & Utilities
Finance
Frequency
of data ) . . . N
Middle | Trade Manufacturing | Construction, Public Administration
leakages
Low Transport
High Telecom, Trade Energy & Utilities, Transport
Compliance Middle | Finance Manufacturing
costs
Low Healthcare Construction, Public Administration

N o tes: based on the results, under the “high” we assume the value of indexes greater than 0.55; “mid-
dle” falls within the interval from 0.3 to 0.55; all values lower than 0,3 are considered as “low”.

Telecommunications and finance are the leaders of the sectoral ranking with the
highest value of the index. These sectors undergo frequent fraud and cyber-frauds, high
costs of compliance, and show a high level of digital maturity. Telecommunications is
closely related to digital solutions and physical basis for its operation and, thus, often
suffer from data incidents. In summer 2021 large Singapore telecommunication pro-
vider StarHub faced a data breach, where data of 57 191 individual customers leaked.
Breached data covers identity card numbers, mobile numbers, and email addresses'.

Telecommunications, along with finance and trade form a RegTech core since they
have common features related to service sectors (lower capital expenditures, higher level

15 Singaporean telco StarHub discloses data leak affecting 57,000 customers. 2021. The Daily Swig.
URL: https://portswigger.net/daily-swig/singaporean-telco-starhub-discloses-data-leak-affecting-57-000-cus-
tomers (accessed: 19.03.2021).
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of intangible assets, etc.). For financial organizations fighting with fraud and cyber-fraud
are the most important task, that requires constant updates of technology. In doing so,
they cooperate with digital leaders or build their own digital infrastructure. In summer
2020 BNP Paribas has become the largest client of IBM Cloud services in the EUS.

Trade sector shows low frequency and costs of frauds in comparison with other in-
dustries and average values of data leakages. Al technologies will allow the companies to
expand compliance metrics and data analytics through the analysis of behavioral charac-
teristics of customers. Companies can develop real-time risk management systems and
raise its explainability!’.

Leading industries closely followed by healthcare and manufacturing. In manufac-
turing two main issues cause it — expansion of industrial IoT platforms and new busi-
ness models “as-a-Service”!. Such regulation differs from those in services or infrastruc-
tural sectors and appears in the form of industrial consortia or alliances which develop
standards or guidelines. Another area is closely tied with automation of production floor
and human secure communication with robotic equipment’®. All these issues make the
regulatory landscape in manufacturing heterogeneous and sensitive to digital incidents.
In terms of compliance, costs for manufacturing are similar to the financial sector.

From the side of regulatory drivers, manufacturing is currently in significant losses
from fraudulent activities. In 89% of cases fraud occurs in manufacturing, where the
median loss is equal to 337 thousand US dollars and relates to asset misappropriation
[How to Identify and Mitigate..., 2020]. Adoption of digital technologies for the control
under assets is an efficient remedy and enhances cybersecurity in manufacturing firms
[EIMamy et al., 2020], but needs a regulatory basis.

Digitalization of healthcare at a large extent induced by the COVID-19 opens new
challenges for the sector. It leads in the frequency of data leakages as telecom and finance
and has the highest costs of data breaches. The main categories for data breaches in
healthcare are hacking and IT incidents (malicious hackers and low level of cybersecu-
rity), unauthorized disclosure of information, loss or theft of endpoint devices. In 2020,
annual increase in the number of healthcare breaches was 55.1%. The average cost per
breached record increased from 429 US dollars in 2019 to 499 US dollars in 2020%°.

16 Digital Transformation: Financial Giant BNP Paribas to Use IBM Cloud for Financial
Services Framework for Improved Security, Compliance. 2020. Crowdfund Insider. URL: https://www.
crowdfundinsider.com/2020/07/164403-digital-transformation-financial-giant-bnp-paribas-to-use-ibm-
cloud-for-financial-services-framework-for-improved-security-compliance/ (accessed: 19.03.2021).

17" Compliance priorities for digital transformation in consumer & retail. KPMG. 2019. URL: https://
advisory.kpmg.us/content/dam/advisory/en/pdfs/2019/digital-experience-whitepaper.pdf (accessed:
19.03.2021).

18 The vision for service transformation in manufacturing. 2021. Frost & Sullivan, Oracle. URL:
https://www.oracle.com/middleeast/a/ocom/docs/manufacturing-industry-transition-service-mindset.pdf
(accessed: 14.01.2022).

19 Unlocking the potential of industrial human-robot collaboration: A vision on industrial collaborative
robots for economy and society. 2020. European Commission. URL: https://op.europa.eu/en/publication-
detail/-/publication/407d1cee-5225-11ea-aece-01aa75ed71al/language-en (accessed: 19.03.2021).

20 Healthcare Breach Report 2021: Hacking and IT Incidents on the Rise. 2021. Bitglass. URL: https://pages.
bitglass.com/rs/418-ZAL-815/images/CDFY21Q1HealthcareBreachReport2021.pdf (accessed: 19.03.2021).
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The level of digitalization of energy and utilities firms, in general, is estimated lower
in comparison with other industries. There is a set of global trends that force the adop-
tion of digital technologies (carbon neutrality, recycling, etc.). This industry shows a
higher than the average value of losses from fraudulent activities and data leakages. In
the last year ransomware has become one of the main attacks in the energy sector, where
25% of the energy sector is highly susceptible to a such type of attack. For example, in
the US 77% of the energy sector has at least one leaked credential within the last 90 days
(statistics in September 2021), and 49% of the energy sector has a critical vulnerability
due to out-of-date systems®!. Being more regulated by nature, the energy and utilities
sector experiences significant compliance costs and administrative burden.

Transport, construction, and public administration undergo even higher risks due
to its priory regulated nature and larger amounts of requirements, but the perspectives
of RegTech are not fully exploited due to the comparatively lower level of digitalization.
Transport relies on digital tools mostly for simplification of compliance and decrease in
administrative costs. For example, the platformization of urban transport services will
make it more accountable [Chen, Qiu, 2019]. In construction RegTech can deal with
fraud fighting and data leakages. The frequency of data breaches is very high for public
administration organizations, 69% of which are aimed at stolen credentials, that can be
used to the attacker’s presence in the victim’s network and systems?®%.

RegTech may be demanded almost in all traditional sectors and serve as an appro-
priate tool to compare through the lens of functional areas the level of digital transfor-
mation. Explicit or implicit RegTech becomes a part of companies’ strategies. Financial
sector remains a source of best practices and pioneer in the digital agenda and may assist
in understanding the nature of digitalization in other sectors.

CONCLUSION

This study sheds light on possibilities for RegTech adoption in a set of traditional
industries as a specific mark of digital transformation. Based on the RegTech concept
which takes roots in financial services, the paper suggests an original framework to as-
sess RegTech perspectives through the lens of digital transformation. There is a range of
common regulatory issues across the economy, and the demand in regulatory technolo-
gies grows with the level of digitalization in industries. According to the financial sector,
there are two major areas of RegTech application: fighting with fraud (risk management,
anti-money laundering, Know-your-Customer) and interaction with supervisory enti-
ties (secure data communication channels, simplification of compliance and reporting).
All these topics are common for telecommunications, trade, manufacturing, healthcare,

21 The 2021 Ransomware Risk Pulse: Energy Sector Ransomware on the Rise Across Critical
Infrastructure. 2021. Black Kite. URL: https://blackkite.com/wp-content/uploads/2021/09/The-2021-
Ransomware-Risk-Pulse-_-Energy-Sector.pdf (accessed: 19.03.2021).

22 Data Breach Investigation Report. 2021. Verizon. URL: https://enterprise.verizon.com/content/
verizonenterprise/us/en/index/resources/reports/2021-data-breach-investigations-report.pdf ~ (accessed:
19.03.2021).
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energy and utilities, transport, construction, and public administration, which face sig-
nificant costs, but at different extent. All of them suffer from financial frauds, data leak-
ages, and compliance burden.

We try to measure RegTech use in major economic sectors as an indicator of digital
transformation. In doing so, we rely on the existing financial indexes and its combina-
tion into a single synthetizing metric. RegTech could be even more demanded in other
sectors (and primarily, in manufacturing and healthcare) due to the dissemination of
industrial platforms, servitization, growing attention to data, and new regulative issues.
For manufacturing and healthcare frequency of data leakages and frauds are the main
contributors to automation. RegTech may enhance the effectiveness of the energy and
utilities sector, but currently, these possibilities are constrained due to a lower level of
overall digitalization of the sector.

Our results as a first attempt to match the RegTech market with the broad topic of
digitalization, indicate that it is an important part of the overall cross-country assess-
ment of sectoral digital transformation and effects related to it. However, there is a need
to study this approach in other functional areas, for example, HR management.

The study provides some insights for scholars and managers interested in the digi-
tal transformation of industries. The proposed quantitative framework allows measur-
ing RegTech relevance for industries and comparing different sectors. An increase in
the level of digitalization in a sector is associated with extensive administrative burden,
higher risks of fraud, and data leakages. Practitioners can also find relevant cases of
automation and digital technologies adoption for data management and compliance
simplification.

The study has several limitations. Firstly, we rely only on the experience of a limited
number of leading organizations. Further analysis with a larger sample of organizations
is needed. Secondly, since the proposed index for the assessment of RegTech adoption is
based on different open sources, all of them use different methodologies. This impacts
on years, when data is calculated, approaches towards calculation and results obtained.
In order to overcome these limitations, a special survey of representatives from different
industries and countries may be appropriate. Such a survey can be a logical step towards
further study of RegTech in a broad theoretical and empirical context.
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DyHAHCOBBII CEKTOP AB/IACTCS (rrarMaHoM L poBMU3aLNY, JEMOHCTPUPYA BO3MOXKHOCTI BHE-
npeHns LUQpPOBbIX TEXHOIOIMII IPYTUM OTPAC/IAM. PeryIsATOpHbIe TEXHOOIMY CTaIM OJHUM
U3 K/II0YEBBIX HAIIPAB/ICHNUIT Pa3BUTUA PUHAHCOBOTO CEKTOPA B CBA3MU C IIOCTOSHHBIM POCTOM
MOLIEHHIYECTBA, a TaKXKe yBeIMdeHneM o6beMa U CJIOKHOCTH IPOLEAYP IO YCTAHOBIECHUIO
COOTBETCTBISA 3aKOHOJATENIbHBIM TPeOOBaHMAM. BBIIy cX0kecTu Ipo6ieM K HOBBIM pellleHN-
AM TIPOABJIAIOT MHTEPEC M KOMIIAHMM TPAJUIIMOHHBIX OTpacyieil. PerynaropHbple TeXHOIOTUM
CTAHOBATCS CKBO3HBIM 9/IEMEHTOM I111()pOBU3ALINY, TTO3BO/IIOMNM (G PEKTUBHO YIPaBIATh
pacTymieli aIMMHICTPATUBHONM HArpy3KOM, CHIXKAaTh BO3HUKAIOLIME pPUCKU. BHenpenue pery-
JIATOPHBIX PEIICHNUIT MOXKET CITY>KUTb KOCBEHHBIM MHAMKATOPOM 3¢ dekToB 11 poBoit TpaHc-
dbopmanuy 6usHeca, Cpeiu KOTOPbIX — POCT PErylIATOPHOI Harpysku. B pabore BbIABIEHBI
OCHOBHbIE 3aJlauyl IPMMEHEHMUs PEryIATOPHBIX TEXHOTOIMIA, aKTya/IbHbIe /I IIMPOKOTO Kpyra
TPaJUIIOHHBIX OTPAC/Iell 9KOHOMUKM (CeKTOpa TeIeKOMMYHMKALINIL, TOPrOB/IN, 00pabaThIBalo-
11ell IPOMBIILIEHHOCTH, TPAHCIIOPTA, CTPOUTENbCTBA, aHepreTuku u JKKX, sppaBooxpanenus,
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TOCYJapCTBEHHOrO yipasieHns). C y4eToM IIOTy4eHHbIX Pe3y/IbTaTOB IIPOBe/ieHa OLIeHKa Iep-
CIIEKTVB PAa3BUTHUSA PETYIATOPHBIX TEXHONOTHUIT B YKa3aHHBIX OTPAC/SIX 9KOHOMUKM Ha OCHOBE
IIPe/IO)KEHHOTO KOMIIO3UTHOTO MHAEKCA, KOTOPBII BK/IIOYAET [A€BSTh MHAMKATOPOB, CTPYIIIIN-
POBAHHBIX I10 YeThIpeM O/I0KaM, U3MePSIIOLIM (VHAHCOBbIE IOTEPY OT MOLIEHHIYECTBA I yTe-
YeK JaHHBIX, afMUHUCTPATUBHYIO HATPY3KY, CBSI3aHHYIO C COOTBETCTBUEM 3aKOHOJATE/IbHBIM
TpeOOBAHNM, a TAK)KE YPOBEHD MCIIONb30BAHN [M(POBBIX TeXHOMOTMIL. Pe3ynbraTsl aHammsa
IIOKA3BIBAIOT, YTO HAMOOMBIINIT OTEHIIMA/T IPYMEHEHNSI PETY/IATOPHBIX TEXHOIOTUI, IIOMIMO
ceKTopa ycIyr ((p1HAHCHI, TeIeKOMMYHIKAIUY, TOPTOBJ/IA), COCPETOTOYEH B 00pabaThIBaIOLIel
IIPOMBIILITIEHHOCTH U 3PAaBOOXPAHEHNMN B CBSA3M C BBICOKOJ YaCTOTOJ MOLIEHHIYECTBA, yTed-
KOJI IaHHBIX, PACTYIMMU U3JIEPXKKaMI ¥ HOBBIMI Pery/IsaTOpHbIMU TpeGoBaHMAMY Ha (oHe
Bce 60ree MacIITaOHOrO MCIIONIb30BAHMS LN(POBIX PELIeHMNIL.

Krniouesvie c106a: peryisaTOpHble TeXHONOINN, GMHAHCOBBIE YCIyTH, IudpoBas TpaHcdopma-
LM, TPAAMLMOHHbIE CEKTOPA, KOMIIO3UTHBIN MHTEKC.
CraTbs mOCTynWIa B pefakuuio 18 okra6ps 2021 1.

CraTbs pekoMeH/j0BaHa K neyaTu 1 mapra 2022 1.
KonTakTHasa mnpopmanns

Anmuvinos Apmém VMeopesuy — cTakep-uccienoparenb; aaltynov@hse.ru
Typosey, Onus Banepvesna — Begymmii skciepT; yturovecz@hse.ru
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APPENDIX 1
SELECTION OF THE LEADING REGULATORS AND BANKS FOR THE ANALYSIS

Table 1. Selection of the leading countries in FinTech

Country ”fhe Global Fintech| The Global Financial |KPMG Fintech100 Average | Rank
ndex 2020 (Rank) | Centres Index 29 (Rank) 2019 (Rank)
USA 1 1 1 1 1
UK 2 2 2 2 2
Singapore 3 5 7 5 3
Germany 11 9 6 8.7 4
Switzerland 5 10 11 8.7 5
China 21 3 3 9 6
Canada 9 11 9 9.7 7
Australia 8 18 5 10.3 8
Japan 22 7 7 12 9
South Korea 18 16 9 14.3 10
Netherlands 6 28 11 15 11
France 16 25 7 16 12
Sweden 7 31 10 16 13
Ireland 17 21 11 16.3 14
Luxembourg 23 17 10 16.7 15
Spain 13 33 8 18 16
Israel 12 41 8 20.3 17
Italy 24 26 11 20.3 18
Denmark 20 34 11 21.7 19
Belgium 26 36 9 23.7 20
Lithuania 4 62 10 25.3 21
Finland 14 56 10 26.7 22
India 15 65 4 28 23
Austria 25 54 11 30 24
Brazil 19 77 7 34.3 25

Based on: [Fintech100...,2019; The Global Fintech Index..., 2019; The Global Financial..., 2021].
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